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Over the past decade, the Singaporean government has geared up its surveillance
capacities by using avant-garde technology to monitor civilians. It claims that these
technologies will help keep Singaporean society safe and secure. Civil society organisations
(CSOs), however, raised concerns” over the rights to privacy and the People’s Action Party
(PAP) administration advancing to become a digital authoritarian regime.

With the onset of the COVID-19 pandemic, the Singapore government strongly pushed
forward its use of surveillance technology. The government promoted tracking applications
and other monitoring tools as a main solution to the health crisis. This article argues that the
government used COVID-19 to legitimise the extension of surveillance infrastructure. Using
health risk concerns, the government was able to, without facing any resistance, get its
citizens under the ambit of digital authoritarianism. Given the widespread self-censorship in

the city-state, Singapore citizens and residents predictably restrained™ themselves from
voicing any critical opinions of the government’s move to place the country and its
population under tighter surveillance.

The Consolidation of State Surveillance

Digital authoritarianism is a form of political rule under which governments use digital and
cyber tools to control and manipulate information flows. Through such tools, governments

can keep a close eye™ on those who challenge their preponderance. This empowers them to
tighten their political grip on power at the expense of civilians’ rights to privacy.
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Even before the pandemic, Singapore was moving ahead towards being a surveillance state,
devoting a significant amount of its resources to improving its monitoring capability. As of
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May 2023, there were a little over 109,000 CCTV cameras™’ in the city-state or 17.94
cameras per 1,000 people. Additionally, the government plans to add another 90,000

cameras, for a total of 180,000 cameras" by 2030. The island also has at least 20,000

public Wireless@SG hotspots™'. Wireless@SG is operated by Internet Service Providers
(ISPs), which are majority-owned by the government. These ISPs have been reported to give

away personal information™" of their users to the government."" Wireless@SG can thus
provide a platform for the government to collect data on Singaporeans’ internet usage and

activities.
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Apart from these tools, which provide lawful mechanisms for obtaining information and data
from people living in the country, the Singapore government has acquired and used state-
of-the-art spyware against critics of the PAP administration. The country’s law enforcement
agencies have “extensive networks for gathering information and conducting surveillance
and highly sophisticated capabilities to monitor [...] digital communications intended to

remain private”™. These capacities were utilised against government critics and political
activists™, as revealed by reports and leaked documents. For example, in 2021, the

government reportedly attempted to use spyware to hack into™ the Facebook accounts of

two Singaporean journalists

"' whose pieces are often critical of the government.

The use of surveillance tools, whether their use is legal or not, is enabled or facilitated
through legal provisions and loopholes. At the government’s disposal are the Cybersecurity
Act, Protection from Online Falsehoods and Manipulation Act, and the Infectious Disease Act.
They contain vague and subjective definitions of key terms. To name one example, the High
Court, in the case Chee Siok Chin and Others v Minister for Home Affairs and Another, laid
out the context of “public order” in which rights may be restricted. The High Court’s
interpretation, however, is built upon what is considered the ‘interest’ of public interest and

not the maintenance of public order. This gives room™" for the government to implement
intrusive measures against individuals even though such measures may not contribute to
the maintenance of public order.

Furthermore, the lack of privacy laws must also be noted. Section 23 of the Cybersecurity
Act (2018), gives extensive powers to the Commissioners should there be a cybersecurity
emergency, “for the purpose of preventing, detecting or countering any serious and
imminent threat to essential services or the ‘national security, defence, foreign relations,
economy, public health, public safety or public order of Singapore”. Apart from enabling
those in charge to enact measures provided in other Sections, authorities can order
information relating to the design, configuration or operation of any computer and
undertake information-gathering operations. This may include mass real-time information
collection to identify, detect, or counter any such threat. While the law protects any access
to information subject to legal privilege, it has effect “despite any restriction on the
disclosure of information imposed by law, contract or rules of professional conduct”.
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The Singapore government rolled out the TraceTogether app for its contact tracing initiative.
Screenshot from GovSG video.

Online State Surveillance

Throughout the course of the pandemic, surveillance technology played a crucial role in
Singapore’s COVID-19 measures. The government concentrated on subduing the infection
rate to the bare minimum by restricting and controlling people’s movement. This was made
possible by tracking applications. SafeEntry and TraceTogether later merged into one under

TraceTogether.”™ The use of this application was enforced to track people’s movement to
identify cluster-prone areas and detect if people were in close proximity to those infected.
TraceTogether was presented by the government as a technology-driven solution, reflecting
the grand strategy to adopt digital solutions to aid and assist Singapore’s version of
governance.

At the beginning of the pandemic, the use of tracking applications raised questions from the

public,™ who were particularly concerned by the infringement of their privacy. Many people
feared that the applications would give away their geo-location and movement, enabling the
government to assess their habits and activities. Some were concerned that the government
might eavesdrop on phone conversations through these apps. There were fears of the

applications being the government’s Trojan™" for spyware to be embedded in their devices.
Such concerns were not groundless, given Singapore’s history of state surveillance
combined with vague and excessive cyber laws and legal loopholes.

However, the government was quick to dismiss such concerns, arguing that TraceTogether
operates on Bluetooth technology and uses a “digital handshake” to collect data only when
a device comes into proximity with other devices. It does not use GPS technology, which can
pinpoint the real-world location of devices, nor does it collect real-time movements (lbid.).

Government health experts also came out to claim™" that enforcing tracking devices is a
common COVID-19 measure in Asia and that TraceTogether was less intrusive compared to
tracking applications used in democratic Taiwan and Korea. Simply put, the Singapore
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government argued that the application does not surveil people because it lacks the
capacity to do so.

Such explanations are problematic because they are built on the assumption that™"

[xix]

Bluetooth technology is privacy-friendly. This has been proven wrong™" as one study
showed that TraceTogether can identify and locate its user. The Bluetooth technology itself,

while less intrusive, offers little to block the government™ from accessing data or hacking
the handset. By downplaying the intrusiveness of the application, the government was able
to set a new standard of what was publicly accepted when it comes to surveillance.
Moreover, it omitted from the public discussion concerns regarding legal loopholes and
overbroad laws that legalise mass surveillance in the first place. The government did not
clarify how Singapore’s laws will apply to data from the application, nor did it issue legal
provisions that would govern the use of the application. However, the government affirmed
that the data from the application would be used solely for health purposes. Later when it
came to light that the police accessed TraceTogether’s database for a case, the government

revoked its own word™" by arguing that the Singapore Police Force, empowered by the
Criminal Procedure Code, can access TraceTogether’s database for criminal investigations.

we must start using TraceTogether for SafeEntry check-ins.

Singaporeans use the TraceTogether app to comply with government COVID-19 regulations. Screenshot
from GovSG video.

Normalisation of Surveillance as Part of Life

The Singaporean government used the rhetoric of the common good to compromise on
rights to privacy. On different occasions, it cited health and safety as reasons for enforcing
the tracking application. The argument goes that it is a duty of good civilians to sacrifice
some of their rights for the collective good of their fellow nationals. The government even
used healthcare workers to support this claim, saying that the application will lighten the
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burden of healthcare workers™" who risk their lives for others. To be sure, this rhetoric is

nothing new to Singaporeans. It is the same kind of excuse™" that the government has
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been using to install CCTV cameras with facial recognition on street corners. However, it is
during the pandemic that Singapore saw more of its population endorsing state surveillance.

As the pandemic prolonged, surveys show that Singaporeans became more in favour of

[xxiv]

TraceTogether as a solution to the health crisis. In a survey™ conducted by the Institute of
Policy Studies (IPS) in 2020, 49.2% of respondents strongly agreed with the government’s
proposed methods of using cellphone data to track people’s movement without their

consent during the COVID-19 lockdown. Another survey in 2021™" shows that more
Singaporeans agreed that TraceTogether should be made obligatory. Singaporeans

surveyed in 2022™"" have facilitated the use of TraceTogether among themselves. This

inclination is particularly prevalent in a 2022 report™", in which respondents expressed that
they will continue using TraceTogether despite the infection rate subsiding. This proves that
many Singaporeans have been successfully led to believe in the government’s use of
security as a justification for extensive surveillance. The enforcement of TraceTogether

normalised the state of being under surveillance
Singapore.
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and made it an acceptable part of life in

The government took advantage of Singaporeans’ indifference and trust and expanded its
physical and online surveillance networks, both legal and illicit. It was during the pandemic

that the government abruptly increased the budget™™ for information and communications
technology to $3.5 billion, with part of the budget intended to enhance the country’s
surveillance infrastructure, arguing that this will get the nation through the crisis and
emerge stronger. In February 2022, it came to light that the Singaporean government

purchased spyware from QuaDream, an Israeli developer.”™ Soon after that, also in
February 2022, the chairperson of the opposition Workers’ Party claimed in parliament that
she had received a notification from Apple that the government attempted to install
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spyware™" into her cellphone. The Minister contended that the phone was not infected and
challenged the chairperson to send the phone to the police for forensic examination. The
chairperson chose not to take the matter further, stating that the Minister’s response was
satisfactory. These examples show that privacy is of concern as surveillance technologies
are rolled out in Singapore, and the government insists it is not abusing surveillance tools.

In the aftermath of the pandemic, the Singapore government has continually used this
momentum and the public’s acceptance to expand their surveillance. Facial recognition has
recently been introduced in public services, including the use of SingPass - an application all
citizens and residents can use to access government services. The SingPass application now
incorporates facial recognition technologies, which, according to the official reasoning, will
facilitate easier access to both government and private services. Also under the Singpass
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initiative, the government is trialling biometric authentication at hospital entrances.

CCTVs with facial recognition technologies"*" have also been installed in prisons to check
headcounts and detect inmates’ activities.

Overall, surveillance has reinforced a culture of self-censorship and fear in Singapore which
further mutes public criticism of the government. Citizens and residents of Singapore who
live under intensive surveillance are becoming more subconsciously fearful of speaking up
and being more mindful of their actions both on and offline (Asia Centre, 2023). In February
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2023 the pandemic was declared over in Singapore and the government allowed citizens
to uninstall TraceTogether, return Bluetooth tokens and move about freely. Nevertheless,
Singaporeans continue to be unwilling to express themselves freely and many restrain
themselves from formulating critical thoughts even when they are by themselves.

Constant surveillance in Singapore also creates unease among its residents. People may

fear™ " that any wrong actions or choice of words could be reported back to the
government. Such unease can be further exacerbated by lateral surveillance - a form of
surveillance conducted by individual members of society. With the government successfully
constructing acquiescence to state surveillance as a duty, Singapore residents may further
internalise this new convention and believe that reporting to the government of “unsavoury
social behaviour” is a characteristic of a good citizen or resident.

Conclusion

The pandemic normalised digital authoritarianism in Singapore. Under the pretence of
COVID-19 measures, the government rolled out a tracking application that, together with
the existing legal tools, intruded into the private life of people in Singapore. There were
some concerns and pushback from the public at first. But as the pandemic lingered,
Singaporeans have become more and more accepting of the fact that being watched by the
government via their electronic devices and other forms of surveillance was in their best
interest. Such acceptance was brought about by the government’s use of the rhetoric of the
common good, which forces Singaporeans and residents of Singapore to voluntarily give up
their rights to privacy as a form of patriotism. As a result, the pandemic shaped the city-
state’s’ favourable attitude and mindset towards state surveillance.
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